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Abstract: Maritime meteorological sensor networks (MMSN) differ from traditional land-based networks, presenting
new challenges for intrusion detection tasks. A satellite-based detection method for maritime meteorological sensor net-
works was designed using satellite communication technology. The network structure and characteristics of maritime me-
teorological sensor networks were analyzed in this method. Research was conducted on improving the detection perfor-
mance of intrusion detection systems (IDS) from the perspectives of algorithms and loss functions. A maritime meteoro-
logical sensor network intrusion detection method based on the fusion of deep reinforcement learning models was pro-
posed. Firstly, light gradient boosting machine (LightGBM), 1D conventional neural network (1D-CNN), and 2D conven-
tional neural network (2D-CNN) classifiers with improved loss functions were established to comprehensively extract the
temporal and spatial features of the intrusion detection data in maritime meteorological sensor networks. Secondly, a
model fusion method was designed based on the stacking and averaging principles of model fusion technology. This
method leveraged the strengths of the base classifiers and mitigated their weaknesses, thereby enhancing the overall sys-
tem detection performance. Finally, simulation experiment results demonstrate that the proposed intrusion detection method

can effectively improve the detection performance for a few types of attack data and enhance the robustness of the system.
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bb, B G N0, 105 p, D58 28 X6 A5 A (1) Yo 0 Ak
Ry oy N T HEE SR R R B S
#, BUETEEIAL, 5] UREASHE R/ 2R0), p fE
Bk 1, (1-p yEETO, £k mHEain T
0; T 2 BE A B 2 4 R B e DL oy 28, p M 352
0, fEAPURREEEIE T -1bp,. HLA A, £
AR R AR I 5N RBIE T, 0T 5 SRR
IS, G T XPHESr RFEAR I OGE, MEEE 1
TR X 2 ) 3 A AP AT 3 S B b 3

% B L I AL MMSN N AR G I 504 45 1 2 5l
OIAT AR S AN T R, E 22 A RS AR AL 4 i
TR, R & 2 2 4 FRIREE 1 £ AT % R B0
LightGBM 1 ID-CNN 5 54 1) 22 73 58 I bR 45,
AT S8 . 2 53 A R R ECN

FL(p.)=-a.(1 -p.)1bp, “)

Horb, o, N c RFEARIRLE, p, A softmax PR LT
fi HE (P T A9 B ¢ RIS AA
24 EBELE BRI

SCHR[341EE 6 B IR (1) 2 T CVAE-GAN [AF
17 K 4 £ AL IR 7 1E W1 58 G T MMISN IDS (1) RF1iE
TR, TR G AR A REAE FF X4 2R 2 DAk Ak
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¥k

ARk o AR SCFT 4R 1 35 T 20 LightGBM-CNN [
AR A DBV B R A H AR, X R 4% MMSN
NI B R AT IR FE 4298, 456 LightGBM (1)
Rk RIGAEHERATE, DL 1D-CN A1 2D-CNN 4
AT T R E AN 25 [RVRRAE (1 RO EUAR 35, A
M4 o R GRS TP R

XM ARAR, e ISR E RN
F . ASCRA AR & ik R B T HE

9%

128 GB N . NVIDIA RTX 3090 & £ . CHgizfT
¥R 5% 4 Visual Studio Code 1 1% 4 # #5 . Python
3.6.13. Tensorflow 1.15.0 fll Keras 2.3.1 2537 Fpfbith
P42 Light GBM AL, I FH A& 48 2 L 2k AT
ZHOAM, LightGBM B! 2 5 % & WL 2. 1D-
CNN BRI Z5 M) B 5 — NN JE . — > —4Eali#H =
B, — Dropout )2 — N EEZEM—

iz, CNNERESHUE WK, itk

P35 AR, ] LightGBM. 1D-CNNMI2D-CNN  S:¥0i 8 £ 4.

YE R3] %%, LightGBM ARALRL, CNN My FH 4

- b e %2 LightGBM £ RIS 838 &
LM LSS, R OCTERAR I S PR AR Rl 5 A ) T4 —— —
L o “ ] SR SR E
1 RGN RS Az A, T LightGBM 5 CNN =5y 0.05
(R A R R 0 P 5 BT AR 1000

W B KR L 24
s BRI A 490
IR . LiehGBM, BN R AR 39
\ Voo 4 R AR 2 A 03
' & R HEEBEHLR LS 06
4 lﬂf/f H i \\ w, LGB2 FEAS B L RAE AT 0.3
§ | £ | 1. - I S L1ERE 2% 0.08
FILE ‘RN B R Rt T 50
i \ e, /St A XA 5K 5
| / P e || TRICNID
0 \\ LGBI / =3 CNNEEISHIEE
"\ LightGBM,~~ - Sk SRRE
: | : E Rk 0.001
TR Eila SN 512
E5 BT LightGBM 5 CNN FR R b4 JE % IR JE 10
o . BREMZ T 128
MR ] 5, RAL Rl SR B SE TP BRI LB AN e R 64
HE1L 4 AL F1 A F2 145 Light-
PRL A AERIGIEL S 1182 5L 4 RTINS RN E
GBM #2215 2 % H 48 4 1 70000 25 2R LGB1 A e ST
MII[B J Z Z 2L

LGB2 Cf 8 Y 25 S AR A 1 Tt 45 5L o ; 05
FE|2  EARELLE F3 1% ID-CNN A, ; >

BT 45 R CNNI1
HW|3 A4 LGBIHOBINAE RAE N HRE 545 32 SKBEURRIAR

fEAA P3G, (R A AH B 3040 i B v R G
FRER, A HFAFE4H & FA=F1+LGB1+R, FEA8 I
Z52D-CNN B, 45 250 45 5 CNN2.

HE4 HTINLE R LGB2. CNNI1 A CNN2 i
PRl & 15 3 g5 2 I 45 SR w, LGB2 + w,CNN1 +
w,CNN2, Hr, wo w, Mw, NEE.

3 WSS

PrEseg b, AR SCER[34]Hh 20 P Ak Ak 2R
) NSL-KDD %4 S A5 MMSN 477 3R T R v (1Y)
AR RS I EG 4 98 20 A« SCHR[341%) Ji 46 NSL-KDD
HHE R R A E B IR A ENT, AR T
NSL-KDD #0485 A 1, $2 T 7 a8 x5
HDRER IR RE . TEARSC B SLERwtH, %
H 4 45 e % T R 3R & 3 S 5 4k AR B S i MMISN
NSRS, [FRHERR AP T8, 75
W EHLIGIE T BT T iR M RE

NSL-KDD i 4# £ ~F- 1 11 J& 800 534 W3 S
o, I Zh8E N & ik P 47 4k Ak #E ) KDD Train+ 1

3.1 XWIMEREBHIZE
AN S T Ubuntu 32 7E R 48, 11
£ N Intel(R) Core(TM) i9-12900K CPU 4t Ff 28 |
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£, ML KDDTest+F 4. NSL-KDD £ #54E £
TARBGE SR, XaTd R 39 /8NgE, Hid 22 2k
IAENGRBE HBL, 1 F R 17 A MR
W, RINGREE SRR R AR, RS
H ¥ Normal 7 IR #dE,  HAR N4 K5 0E .

5 NSL-KDD #iEEFLERIENEIES

i H Normal Probe DoS U2R R2L Bt
- 67343 11656 45927 52 995 125973
1%k B S346% 9.25% 36.46% 0.04% 079%  100%
T 64077 11656 43614 12113 14747 146207
43.83% 7.97% 29.83% 8.28% 10.09% 100%

MRS 9711 2421 7458 200 2754

3.3 XLWIFEIERR

9T 5 K MMSN AR A I 5 v 0) 43 25 2%
PERERIERTE, A& R 23 2R B PPl i o oxod Ao
i AT VAL . Siie ., FFHYE (TP, true posi-
tive) . FL B4 (TN, true negative) « i FH 4 (FP,
false positive) FlI{EEH 4 (FN, false negative) FfA<
0 H M IRIE R, TRIEHEFE R 6.

=6 RIEFERE
of I T ABCE R T A IR S
S bR A B i TP FN
S bR A 1EH FP TN

TR 45 [ /2 MMSN IDS 43 28 25 % 25 28 2 £ 4
IPREEIREAR . REM TR . tAh, i
HER% (Accuracy)« F5Hfi% (Precision) . # [A]%
(Recall) . M FH 3% (FPR, false positive rate) . F1
340 (Fl-score) %5 FHARFRIEAT VEAL -

TP + TN

ACCUrACY = 5 IN + FP + FN ®)
Precision = % (6)
Recall (TPR) = % @)
FPR = % ®)
Floscore = 2 x Precision x Recall ©)

Precision + Recall
DL EgBbn, wEh 3R 5 R B AR I BUE
AR IR KRR 13 B 2R AR BH M 2 1l &350
3 25 JR oy SIS 0 I 28 L Tl & SR I ) B
Fl-score Ak i 26 A0 44 [ 2R B A RIS 3 £, SHfe it —
TR, CPEOREERM A RIRE TS &E, F
W% -H [ % (P-R, precision-recall) [ 28152 i34

T AEHF4ME (ROC, receiver operating characteristic)
ith Ze A5 H T B3R 07 R It RE VA
3.4 EARSEEFEASRST

RGN grdierh, 8 A R R S AR
A, R AT e R A A 2 e v DL i B 2 AL
1, B E RE, H s AR RS ROR, A
56 2 AH [R] R RFAE 25 6 B R 3R A7 1 S5

Xif TSP i1 4K )5 [ NSL-KDD %54, ] 55
HR[341AH 5] B KM TRAL B 7325, K BT A3 31 1) 49 4ERF
TEARAEJFARRFIE, AT S AR b i R A FH )
SHAGHRHAEFL. F2. F3IfF1E90% (374 A%
TEAN10% (448 JARAE, LSBT R BikE
TEALE BB, REAMRAEZE S % H AL 7 41 4ERAAE .

FENGRdRE A, R 7 4P A 3 52 45 FH BE A% BRI
A A R, PR, FEMERRFIEA S FARS, R T
LightGBM X #4fs £ 7 JT 453 21 1 5 48R 4E, 380
A 7 LightGBM H H Z VPP B BT 25 1 (1), M4
5 S 28 HE T AT A 0 AR 43 2 DT AR R B K ) 3 4
JRUBHRAIE . I ARFIEH G FA 1 49 JERFEA . H7
TEHG I WK T,

=7 HEEEN T
FEEH & Y5 Fl1 2 F3 F4
FFAELETE 41 41 41 49

3.5 SLIRLERSHR

7E LightGBM B B Il 2R3k #2 7, SR T K ¥
(K-fold) 22 XISE 71k, KAHEUNS. 5338 X
WELE— R Z5 )5 B 3RAS 5 AR Light GBM AR Y,
I3 RGBSR S T, R TR 45 B, 1%
I FREPTE AT — IR IR 5 ) B R A R o BRdE AR
0,25 1E 5 48 258 Normal A4 FhAS 6] il 2 5 25 40
Probe. DoS. U2R MIR2L. 3 X EGIE )5 L REE 78
Sy RN GREE R B AE E, ATRTY Fi0) 45 S s A
fa, PEmEA AT A g A .

NSL-KDD #4f £ 457 1EAH %o 2 2204 4 1 6 i
J& 7R T LightGBM 15 214 P4 B (1) 55 22 1 DF Al A5 B 6
NSL-KDD %45 45 (1) 49 245 AiF 5 T4 4E 1 25 (19 A0 XS
HEMWHT . ESCHR[34]H, PCAFR4EAIEIRE T
R ERKHEE, K LightGBM Fr4s H 4R E
HEMEH TR ST S HEA, FRHE €17 “27 €07
CRRIEZH G R AE e 55 80 7 288 B iR 5 K R RF AAE B
G N R A RREA A, B ARAE ) E ] —



© 08 . o W

¥k

$9%

1
20000
17 500
15000

12500 |

A

{10 000 |
7500 k
5000 f

2500 f

OOV ROT N0\ OISO
—_ = = = —= —al cencnon

6  NSL-KDD 4% 45 RFAEAR % 5 1

EFEE LD TR SE ERIIgRR 2, 1R T
LA HIER

158 FH 0 48 20 95 5 48 LightGBM e i S 841 &
W2, HEIFKEN0.05, EARXRE N 000, F
155 RN 50, 75 S50 A8 o I 2R 2 500 56 A2 4 15
b, BT EIEEE TR, W R B 0 S AR AR
A N E N 24 F1490. A FHRHIEA A FL.
F2 455 B A8 F £ sS4 2% BT LightGBM, - 47
S0 FH I 225 5 18 1R 3 21 8 i )1 2 4 A0 0 4 33 47 79
W, 12T EE R LGB1 MLGB2.

T &5 R LGB2 VA fiabr WK 8, o T AHIA
SHKE TN, TSRS 2%, HHZ5%
28 XNk R BUE AR R R U LightGBM, - it 43 il
SEHTR AL K. A 2.3 7 T ont R R R B
AT, %R EUE T 200 A AP i B 4R
Perm T XM BFEAR R R . /E NSL-KDD %4 45
H, U2R R R2L RAE ikt 4502, 7R F A
PR RHL (focal loss) HITEHL T, KM, AR

AF1E 3 MR Z R O R RIZE 75 3
B AR T4 Ge 11 2 43 2858 X 2k R $ (categori-
cal_crossentropy) , 5 B4 H ARG P HE AR S T T
0.44%, FICUERR 1A SR 42 S0 0060 408 2K bR 502EA T
B IR 0 BRI R

AT S ) 1D-CNN BB BARSE R N 275 2.2 715
Pk, HERSHORE W3, ¥R % E N0.001,
HE RN NS512, W10 M. EHREH S F3
X A 5 R R 1D-CNN AT, 15 31T
MZER CNNT, Tl 25 58 CNN1 Al 4R bR W& 9.

*=9 FNEE R CNN1IFETEFR
AR RS Precision Recall F1-score Accuracy
Normal 0.792 3 0.9537 0.865 5 0.8059
Probe 0.618 3 0.796 8 0.696 3
DoS 0.934 5 0.827 8 0.8779
U2R 0.5800 0.1450 0.2320
R2L 0.7199 0.281 8 0.4050

R = AT S 1D-CNN YITZRB AR R 2K s 2

=8

FUMEE R LGB2 1k 18R

VP45 Precision

Recall Fl-score Accuracy

focal loss Normal 0.7405 09597 08360  0.8042
Probe 0.7582 0.8393 0.7967
DoS 09600 0.8213 0.8852
U2R 0.5932 0.1750 0.2703
R2L 0.7378 0.2248 03446

categorical  Normal 0.7757 09590 0.8577  0.799 8
crossentropy ~ Probe 0.6351 0.8360 0.7218
DoS 09559 0.8222 0.8840
U2R 02357 0.1650 0.1941
R2L 0.6646 0.1921 0.2980

WE 7R, s TR IEAL G F3 5 IR AR AR
1T 3 4 i B EAE R AR AT 45 & PR S OB RF IR 4L &, A
oAt 2 v AR R 5 50T Il %5 1ID-CNN, - )il 2R84k
AN IE 4 £R m B K BR B e 2o XS L. e 18T 7 W]
R, R R E R AL G, ISR AR R 2
2 JL-F-ANAE, T S AR AR 4 K pR B AT P R
B2, 8 A TS DN PP i b RS A N0 T e 2 A2 1
AR, FRIER S RE R 2] TR iR A
ZACTERIE R . O T 8 e id 2 5 R KRR 1 BT 3 5
R PO U, AR R e (SR AR 20 s T
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TUBRE ORI 3 B4R IE (FFEH A R BHTEEMH .
B TS5 3 TR 45 5 LGB 54 F4H 4 F3. RAH
gih, BEFIEH A F4.

—— Il
04 —o— BT I
’ —7— BhilsE
5 BT TR A
, 03
Eﬁ 02
0.1 |
0.0 T
0 2 4 6 8
JE

7 RRAEEE R AT S 1D-CNN I ZRF B AR i 2K bR 8

AT HTHE ) 2D-CNN A BARSE R i 28 2.2 715
Frid, $ASERE WK 3. FHAREA S F4I2
53K #% 2D-CNN, 159 27 45 5 CNN2, 7l 45
CNN2 Pl bR L3R 10, R 10750, SRR
&, TINS5 B CNN2  R2L RAERE TR . 13 [ A0
F1 73 303 WS 46 hr B A W B4R T . MR T
LGB2 7 5l T+ 7 18.80%- 33.01% F134.37%, #H%
F CNNI1 3 HIHRTF T 16.68%- 26.98% F127.51%. H
T S PR R AR, (R 2R AR T
TEE S LGB2 FICNNI1 73 5% 5 1 1.91% F11.64%.

=10 FUMEER CNN2 iFf5 35 4R
P48 Fr  Precision Recall Fl-score Accuracy
Normal 0.784 6 09120 0.843 5 0.820 5
Probe 0.729 8 0.823 2 0.773 7
DoS 0.902 9 0.817 6 0.858 1
U2R 0.5254 0.1550 0.239 4
R2L 0.886 7 0.551 6 0.680 1

BRI 45 B LGB2. CNNI1 AT CNN2 hiA fib &
BLCE w,« w, w23 51°803. 0.2810.5, ElH&T
I 45 54 w, LGB2 + w,CNN1 + w,CNN2. fix % ¥
M2 VPl Fabr WAR 11,

#zu RTINS SRIT L e AR
PPflifEds  Precision Recall Fl-score Accuracy
Normal 0.783 6 0.934 6 0.852 4 0.824 2
Probe 0.728 5 0.809 2 0.766 7
DoS 0.9233 0.818 6 0.867 8
U2R 0.543 9 0.1550 0.2412
R2L 0.879 6 0.5120 0.647 2

SoF PR 25 R LGB2. CNN1. CNN2 Fl 5 2 T
GERBHATER A T, 3 8~3& 11 RFRLLER 4> N Bl

LRI TR SR BRI, FRIEE D MR
BRI, BRI R IR 2

& 8 ] A1, LGB2 WX} T Probe. DoS 1 U2R
IR SEI 3RS T BRI, (EXT T HAR PR R A )
R R IR AE; BRI P I, CNNIZRMAE 7 X T 1E
R TR B S A R I, H A S AR I SR
— s AR TE RO A i R B A TR R R AE
5EH: R 10 A5, FREH & FA RN H BL R
FJARFAIE (1) 42 HY A CNIN2 SR 155505 120 £ 28 R2L Al 11
BRI MR, REBEMMAEEN
Foc 2 AR &5 SV AEATART — A A A M v 3R A5 A
i, {H{E Normal. U2R I R2L 25 B3R 7 RAL
T, HA TR E 82.42% NAN ARG hgil. It
A, HoAth 343 T 45 5 b 284 A ek F D — SREEA Y
s ZE R, T AR B A B A TN £ SRRl T
222 ST 8 (AR S5 M FBE FL 95 3, R AR AR (g 1t
BoE. XHE LR A, SO ECERICE A
ARSI 2 MMSN IDS [ 08, 2 KRGtk
HEHM, K, ZREFEINAREEE SR H
I 2T EE FIRAT T It R I

I AT ZE FORVEFEFE WK 8 s, o TR
R E A 7 AR O & T R G Hk
FEARMIRTIGE 77, (HH T EGINGE S S
/b (U2R 2K 4524, R2L 25N 9954, Hillgh4E
HMRAEBG KRR A AR, 3 S8 x0 H i A ATy
SRS B KA £ o B TR R

Normal 0.0337 0.0264 0.0018 0.003 6

08
Pioiie 0.1020 0.0000 0.0025
0.6
=
ﬁ Dos L0.1337 0.0284 0.0000 00193
{ 04

U2R 02450 00000 0.1550 0.0400

R2L £0.4317 0.0516 0.0015 0.0033 [Foshba
2 0

Normal Probe Dos U2R R2L
T 5

B8 TN &G SRV
AT 4SS R P-R. ROC £ & 9 Ffix, N
B T 45 FL 1 %2 4325 P-R 2R R ROC 45 b A 172
J5E W o SR TR — AR 4 bk RE, ASCRT




+ 100 L Fot
1.0 = =
0.8
e 0.6
g
e )
204 , il 04 - _
—A— MicroF-H¥JP-R ( ffiZk Fififi=0.84 ) 27 e MicroFEIROC (2R T #1=0.94 )
—6&— Normal ( i TH=0.96 ) 1 '/‘/ =S~ Normal ( £k Fifi#=0.96)
Probe ( ik e Probe ( ik F #1096 )
0.2 Dos (HIAFAE-091) 0.2 7 Dos (A FTF-093)
—S— U2R (% FifiBl=0.49 ) e —o— U2R (% Fiiif=0.93)
- R2L (il F i $1=0.64) Pl =7 R2L (i Fifii=0.95 )
0 0.2 0.4 0.6 0.8 1.0 0 0.2 0.4 0.6 0.8 1.0

2 (Recall )
(a) TR LTSS HEP-R T2k

B3 (FPR)
(b) BTN ZEHRROCHTZ

9 HATHIEE R P-R.ROC #h £k

P 3 T 20 LightGBM-CNN [\ 42 K6 0 459 7
Normal. Probe fll DoS 2% [ ¥R I R 4f, 1MiAE/b %L
JEU2R A R2L |52 5256 fit F NSL-KDD %5 48 i &
M R DA I o A7 ) 5200 B 4 AN S i R 1 K
FE3 2T TR N . MRS B A AR Y (1)
A3 520, Micro V-3 P-R #i £k N i A2 4 0.84.
HRE B 9(b) 1 ROC 14 T T AR HEE T 1 (R 4 iy
Iy RAMERE, &2 HIH ROC #h £k T TH AR 535 3145
K, H Micro “FH ROC i £E F AN 0.94.
DoS X iti T AT fire 7710 5 oA 5L 56 E Ak HE b
P L ILER 12, S AR SC T 4 ) A5 B il B AE DoS
Wl FHOREBR . BRI, F1 O BUS 3ERT RIR
M 2% (DNN, deep neural network) . ADASYN.
SNGAN™, MAGNTO"!, TACGAD-IDS*#1TMG-
IDSYIERL R L SEs . 3R 12 R B dE T A, A
ST HR A R R B AN F 4B A B R T
55 3 rp M BE e I 1 MAGENTO #H EUAS B R A F1 43
By BRI T 11.3% A10.88%, {H 27 [ 25 T A7AAE
BN, PTANAR SR 3 I NAR A 50 B AR IA 3
TR EEREAKT, (HA8R, AR KT 2510

F12 DoSHEH TAM R A S Hth St T IEIRRILL

Hik Precision Recall Fl-score
DNN 0.7390 09124 0.816 6
ADASYN 0.636 4 0.826 6 0.719 8
SNGAN 0.772 9 0.9230 0.8413
MAGENTO 0.8103 09139 0.8590
TAGGAD-IDS 0.806 4 0.929 8 0.863 7
TMG-IDS 0.794 4 09129 0.849 6
AR S 0.923 3 0.818 6 0.867 8

4 EFRIE

AR SCEE X N AR AGL AT 5 72 MMSN 375 53¢ o i

I Tk R, 765 MMSN 3 544 50 BF 95 1) 2L 7l
b, BENEVEMS KB ETMATF, X MMSN IDS
sy REEvERe IR o ST AL, JRIRH T —
TR A 9 MMSN N AR R 535 o[RBT
BIRAE R o T k. B, &0y
VRS T o A K BRI LightGBML 1D-CNN,
2D-CNN 7r K488, M SRR BB B GG 2
Iy RAS SR, FEm T BT HE LA R 4L
PRI GEREE; Hik, BABEMMERARTT
HEZ A AR, Wk T DL R AR A SRR B
HHTE, RS ) SRR A A 5 mE
I W THRIE AL A R 2 1 7 IX—— 1R B A REAE DA
LR FHEE R, g Rgz b, 1 5st
B2 RIGUE T A SCHT IR A TERE . AR SO kAT
MMSN IDS 7 £ 43 0 H D H S s 14 se £
77 T JRITHEFT, 1 MMSN 1E Jy KR 25 4 W 284K 2R
Z /N IDS P FIFE A& R RI R R A 1. Rk, 78
AR TAEF, F25 fExt o A X R 48 IDS B 15
AN BT ERAR, PR RGO IR FE AT [A] 25 % 2%
PEREFRAR I RAL T &

S K-

[ ER Il 7 FA 2 B0E D] K2R, 20243):
119-128.
WANG L B. The anthropological issues of “maritime China” [J].
Southeast Academic Research, 2024(3): 119-128.

[2] I8, SREAR, AT00 2, & Je TP AR O B 2R (IR
A A A 238 N AT FE 0], S5 244, 2023, 44(4): 124-136.
SU X, ZHANG G F, XING HY, et al. Research on intrusion detec-
tion for maritime meteorological sensor network based on balanc-
ing generative adversarial network[J]. Journal on Communications,
2023, 44(4): 124-136.



5513 RICHH S :

SR EE AL 2 SRR A IR R AR N R A 7 i

* 101

(3]

[4]

[5]

[6]

(71

(8]

(%]

[10]

[1

—

[12]

[13]

[14]

[15]

[16]

[17]

[18]

LIU J M, GAO Y B, HU F J. A fast network intrusion detection
system using adaptive synthetic oversampling and LightGBM[J].
Computers & Security, 2021, 106: 102289.

WANG LY, ZHANG X M, LI D M, et al. Multi-sensors space and
time dimension based intrusion detection system in automated ve-
hicles[J]. IEEE Transactions on Vehicular Technology, 2024, 73(1):
200-215.

LIU G Y, ZHAO H Q, FAN F, et al. An enhanced intrusion detec-
tion model based on improved KNN in WSNs[J]. Sensors, 2022,
22(4): 1407.

KUMAR A, ABHISHEK K, GHALIB M R, et al. Intrusion detec-
tion and prevention system for an IoT environment[J]. Digital
Communications and Networks, 2022, 8(4): 540-551.

SHA K W, YANG T A, WEIL W, et al. A survey of edge computing-
based designs for IoT security[J]. Digital Communications and
Networks, 2020, 6(2): 195-202.

WANG W P, WANG Z R, ZHOU Z F, et al. Anomaly detection of
industrial control systems based on transfer learning[J]. Tsinghua
Science and Technology, 2021, 26(6): 821-832.

XUE Y W, PAN J, GENG Y Y, et al. Real-time intrusion detection
based on decision fusion in industrial control systems[J]. IEEE
Transactions on Industrial Cyber-Physical Systems, 2024, 2: 143-153.
PEI W B, XUE B, ZHANG M J, et al. A survey on unbalanced
classification: how can evolutionary computation help? [J]. IEEE
Transactions on Evolutionary Computation, 2024, 28(2): 353-373.
LIANG P, YAO Z D, JIAN L. Marine meteorological observation
technology and application based on large floating platform[C]//
Proceedings of the 2019 International Conference on Meteorology
Observations (ICMO). Piscataway: IEEE Press, 2019: 1-4.

LIY, YANG P, SI H, et al. The integrated observation system for
shore-based marine environment: a case from China[J]. IET Con-
ference Proceedings, 2021, 2020(2): 78-83.

ALGARNI A, ACARER T, AHMAD Z. An edge computing-based
preventive framework with machine learning integration for anomaly
detection and risk management in maritime wireless communica-
tions[J]. IEEE Access, 2024, 12: 53646-53663.

HUO Y M, DONG X D, BEATTY S. Cellular communications in
ocean waves for maritime Internet of things[J]. IEEE Internet of
Things Journal, 2020, 7(10): 9965-9979.

ULLAH I, QIAN S Y, DENG Z X, et al. Extended Kalman filter-
based localization algorithm by edge computing in wireless sensor
networks[J]. Digital Communications and Networks, 2021, 7(2):
187-195.

SWAIN R R, KHILAR P M, DASH T. Multifault diagnosis in
WSN using a hybrid metaheuristic trained neural network[J]. Digi-
tal Communications and Networks, 2020, 6(1): 86-100.
HOUGHTON I A, SMIT P B, CLARK D, et al. Performance sta-
tistics of a real-time Pacific Ocean weather sensor network[J]. Jour-
nal of Atmospheric and Oceanic Technology, 2021, 38(5): 1047-1058.
MOMBER A W, WILMS M, BRUN D. The use of meteorological

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

[28]

[29]

[30]

B1

[32]

and oceanographic sensor data in the German offshore territory for
the corrosion monitoring of marine structures[J]. Ocean Engineer-
ing, 2022, 257: 110994.

MOLTMANN T, TURTON J, ZHANG H M, et al. A global ocean
observing system (GOOS), delivered through enhanced collabora-
tion across regions, communities, and new technologies[J]. Fron-
tiers in Marine Science, 2019, 6: 291.

BITTON R, SHABTAI A. A machine learning-based intrusion de-
tection system for securing remote desktop connections to elec-
tronic flight bag servers[J]. IEEE Transactions on Dependable and
Secure Computing, 2021, 18(3): 1164-1181.

TENG S H, WU N Q, ZHU H B, et al. SVM-DT-based adaptive
and collaborative intrusion detection[J]. IEEE/CAA Journal of Au-
tomatica Sinica, 2018, 5(1): 108-118.

HARUSH S, MEIDAN Y, SHABTAI A. DeepStream: autoencoder-
based stream temporal clustering and anomaly detection[J]. Com-
puters & Security, 2021, 106: 102276.

YANG Z, LIU X D, LI T, et al. A systematic literature review of
methods and datasets for anomaly-based network intrusion detec-
tion[J]. Computers & Security, 2022, 116: 102675.

TR, KW, FIAEEA, 55— FhE TR AT EERAER )
BUHI AN ARSI 523 0] WK 9 2240, 2023, 7(1): 49-59.
ZHANG Z F, LIU F, GE Y Y, et al. An intrusion detection method
based on depthwise separable convolution and attention mecha-
nism[J]. Chinese Journal on Internet of Things, 2023, 7(1): 49-59.
DESHMUKH S, KHATIK V, SAXENA A. Robust fusion model
for handling EMG and computer vision data in prosthetic hand
control[J]. IEEE Sensors Letters, 2023, 7(9): 6004804.

WU WT, XIAY S, JIN W Z. Predicting bus passenger flow and
prioritizing influential factors using multi-source data: scaled
stacking gradient boosting decision trees[J]. IEEE Transactions on
Intelligent Transportation Systems, 2021, 22(4): 2510-2523.

WU BY, QIU W R, JIAJ X, et al. Landslide susceptibility model-
ing using bagging-based positive-unlabeled learning[J]. IEEE Geo-
science and Remote Sensing Letters, 2021, 18(5): 766-770.

KHAN P W, BYUN Y C. Optimized dissolved oxygen prediction
using genetic algorithm and bagging ensemble learning for smart
fish farm[J]. IEEE Sensors Journal, 2023, 23(13): 15153-15164.
WANG S, CHANG J M. Privacy-preserving boosting in the local
setting[J]. IEEE Transactions on Information Forensics and Secu-
rity, 2021, 16: 4451-4465.

DONG M Q, YAO L N, WANG X Z, et al. Gradient boosted neu-
ral decision forest[J]. IEEE Transactions on Services Computing,
2023, 16(1): 330-342.

WRIT, T35, el . il G oo B g s Ak 22 I 2% I\ 1R fer
R, HHEHL L, 2024, 50(2): 188-195.

CHEN H, WANG H W, JIN H B. Intrusion detection model com-
bining improved self-encoder and residual network[J]. Computer
Engineering, 2024, 50(2): 188-195.

TANG Y, GU L, WANG L. Deep stacking network for intrusion



° 102 ¢

(/IR

i/ %95

[33]

[34]

[35]

[36]

[37]

[38]

[39]

[40]

[41]

[42]

detection[J]. Sensors (Basel, Switzerland), 2021, 22(1): 25.

CHEN C, SONG Y F, YUE S H, et al. FCNN-SE: an intrusion de-
tection model based on a fusion CNN and stacked ensemble[J].
Applied Sciences, 2022, 12(17): 8601.

750, FR, Ziyang Gong, 55 . JE T 53 W AT N AU IE R R AL IR
P 2% F NAR RN 7 0T FE ], 3845 £ 41k, 2023, 44(7): 86-99.
SU X, TIAN T, GONG Z Y, et al. Research on intrusion detection
method of marine meteorological sensor network based on anoma-
lous behaviors[J]. Journal on Communications, 2023, 44(7): 86-99.
ZHANG Z D, JUNG C. GBDT-MO: gradient-boosted decision
trees for multiple outputs[J]. IEEE Transactions on Neural Net-
works and Learning Systems, 2021, 32(7): 3156-3167.

ZHANG Y M, YU W Q, LI Z Y, et al. Detecting Ethereum ponzi
schemes based on improved LightGBM algorithm[J]. IEEE Trans-
actions on Computational Social Systems, 2022, 9(2): 624-637.
CUI X T, LI X S, ZHENG X L, et al. Driving behavior primitive
classification using CNN-based fusion models[J]. IEEE Access,
2024, 12: 56344-56355.

CHEN G C, QIN H B. Class-discriminative focal loss for extreme
imbalanced multiclass object detection towards autonomous driv-
ing[J]. The Visual Computer, 2022, 38(3): 1051-1063.

TIAN J, TSAI P W, ZHANG K, et al. Synergetic focal loss for im-
balanced classification in federated XGBoost[J]. IEEE Transac-
tions on Artificial Intelligence, 2024, 5(2): 647-660.

MIYATO T, KATAOKA T, KOYAMA M, et al. Spectral normal-
ization for generative adversarial networks[EB/OL]. arXiv preprint,
2018, arXiv: 1802.05957.

ANDRESINI G, APPICE A, DE ROSE L, et al. GAN augmenta-
tion to deal with imbalance in imaging-based intrusion detection[J].
Future Generation Computer Systems, 2021, 123: 108-127.

DING H W, CHEN L Y, DONG L, et al. Imbalanced data classifi-

cation: a KNN and generative adversarial networks-based hybrid

approach for intrusion detection[J]. Future Generation Computer
Systems, 2022, 131: 240-254.

[43] DING H W, SUN Y, HUANG N N, et al. TMG-GAN: generative

adversarial networks-based imbalanced learning for network intru-
sion detection[J]. IEEE Transactions on Information Forensics and
Security, 2024, 19: 1156-1167.

(HEE RN

I (2000— ), 2, AR AEAE BB
5TREEmEA, FERT NN
ionlUISIEZ TE A7 = e

FEF986—-), HB, L, Wi KEER
Bl 5 TR AIR, EEM AT NS
GNBME. WG/FIHE. BERHRE.

R (2001— ), 2o, TAHE KRS Bk
5TREEmEA, TR NN
K. L%/ MARRGE.



